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o SECL re handover optlmlzatlon using PANA
_|a-Independent Handover: IEEE 802.21
= Vanced Topic: MPA (Media-Independent

P! re- authentication)
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°' New:activity in IETF for secure handover
optimization - HOKEY
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E're Handover Optimization

ng PANA
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N
pelUOVEr spans multiplesayers™

SN HEeTtrehiandoyer: signalingiconsistsiofihiandoyer: signaling|at eachilayer

Without ogtignization, peandovar calay cie eaeh layse cagifiguiss i s agtjfs
nandovar gfacsssigle)ielsley
HENUEYERSIOnaling needs;te e secured

!4+ handover [SIP Mobility]

L3/ liandover[ DHCP, Router Discovery,
Mobile IP Binding Update]

[£2 haﬂdover [Scan+Association+Entity Authentication]

L1 Handover (Change of Radio Frequency)

Need for Secure & Low-Latency Handover Signaling
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rlelre ver Spans multiple access ..

nologles

2 rLAfLJQv—l gaiyzan difizrarit secass mennolacias is oacormine) i oo
— |22E 80221
- F EA(EXET VI ORIE CONVErgEnCcE)

SV VIAMEISECOYNIZEU astanothner important wireless technology
NEEUNOIANLETFtechnology: handover

CERTIFIED
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SEEOVE Needs, secureseperauon™

IR —

rleifie OVer S|gnaI|ng Would Need to be secured at each
Jrn /e 'te avoid various attacks

—|f|cally the following security threats exist in general
— avesdroppmg and alteration ofi messages
eVian=in-The-Middle (MiTM) attacks
= Demable of Service (DoS) attacks
—s Secure nandover support by link-layer
_' — 802.11i/r, 802.16€
e Security Associations (SAs) used for securing handover
signaling need to be established
— Handover SAs
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=Stelishment,ofi Handeyver SAS™

T —— i —

A 119 oie needs ([0) 0)< abIe to make a handover to a
vmrr Wietwoerk with which it does not have a statically
C sgured nandover SA

\rh AEEdS to be dynamlcally established (i.e.,
=] otstrapped) Pased on “roaming-capable” mfrastructure
.;ﬁe AAA (Authentication, Authorization and Accounting)

_-

= Con5|der|ng Inter-technology handover, It Is better to use
~— | 2-agnestic way of establishing a handover SA

— Use of one handover SA for securing multiple access
technologies

* PANA provides these two functionalities

_,a.
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- PrOroc for carrylng uthentlcatlon for \etwork “ccess
Af) rﬁA iranspert pretocol defined over UDP

2 Bzu 6 Featu [es

SA[ow decoupling of an entity that authenticates clients and an
== entlty that executes access control

:;:E = Establishment of a secure “session” for authentication and
£~ authorization

= ) l-—'-
T, —
i

— — Bootstrapping lower-layer security (e.g., PSK mode of IKEv2 and
== ~ 802.111)

— Service Provider Selection

e Status as ofi September 2006:
— To go through 2™ IETF Last Call before IESG review
— The specification Is subject to change
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N
ramework

e

e (1) EAR. over PANA EAP over AAA
- N — Server

(S) Secure (2) Filtering
ASSOCIALION b5 ameters and

Protocol (optional) Keys
(optional)

Example of Secure Association Protocol:
IKEV2, IEEE 802.111 4-way handshake, etc.

PaC: PANA Client

PAA: PANA Authentication Agent
EP: Enforcement Point
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sanging Mnitiall sequence nUMbers

— 5_ iglessiand stateful handshake

= .1 A_P iramsport
f' S Preof of possession of EAP Master Session Key (MSK)
= “RANASEssion establishment

— Use off EP' for application traffic
~— Secure peer liveness test

— Protected EAP transport for re-authentication
— PANA session teardown
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PANATProtecel.Sequences

PaC = Stateless andsh_ake PAA

ISP1, ISP2]
Flarncshale

e - W@’ > ISP selection

PANA-Auth-Request [Session-1d, EAP]

: = PANA-Auth-Answer [Session-1d, EAP]

TPhase

Bootstrapping

g A~ = P_< s:/ver !USTessmn—Id, EAP, = [_ower Layer
evice-1d, Key-1d, Security

Aﬁcess Secure session establishment
Phase B3G Cluster Workshop on Mobility
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5001 urappIngewer Laye@SEcurmny™

- Me 2 G EREREERINESIEIMEYAdervation
D (

=
N~
[
i
=

_-_-'

-_v-.-=;=~* = prf+ RSeudo random function defined IKEv2

; = EP-Device-Id: Device Identifier of EP consisting of:
One-octet Address Family MSK
Variable-length Address PANA

aC-EP-Master-Key =

Secure Association Protocol
v (IKEvZ2, IEEE 802.11i 4WHS)

@t Session Key (TSK
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S
ANAUsage for Inter-technology:

hafﬁover

Low-Latency Handover
IS possible within the same
PAA realm
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SANANPre-authentications

T —— i —

ay handover tera network or a
‘-'-'f‘""? [Ent PAA realm
| —ﬁ “there is no trust relationship between
*1servmg and target PAAs, a new EAP run is
“inevitable

= It IS better to proactively run EAP for a
target PAA before handover

— EAP pre-authentication using PANA
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FANANPIE=aunentication

PANA
Pre-auth

Serving
PAA

JAVAVAY
Server
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WEdie-Independent Handover:

SSIEEE 802.21
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JHBDS 802,212
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AN | EE spec:|f|cat|on that prevides link layer
Ilgence and other related network
mfc ifauen to: upper layers to optimize

: ,f andovers between heterogeneous media

= 802.21 can also be used for homogeneous handovers
~such as inter-ESS transition within IEEE 802.11 media

. Status as of September 2006
— First 802.21 WG Letter Ballot
— The specification Is subject to change
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S Qcc 01 802,21
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o r ] wiigle I\/Iedla—lndependent Handover
=a__Ctlon (MIHE)

_’éfining handover-related services
— Deflnlng SAP’ (Service Access Point) and

--... .'_

_.E:i"‘*‘_z‘_’“ Primitives for handover-related services

p—

-"-: Defining a protocol to be used for
— communicating two MIHFs in different

network nodes
® MIHE protocol
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OLI'__'Fi;“i the Scope of-802:21

IR —

> Dl mg Handover Decision Making
rnr
_J _curlty Mechanisms
S : 'pper layer enhancements
F & Media-specific link-layer enhancements

B3G Cluster Workshop on Mobility
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PELOT FHlandovers Supportedioy: s

IR —

ogeneous (Vertlcal) Handovers
Across different access technologies

;"'_E' i00eneous (Horizontal) Handovers

& s\Within a single access technology
— 802.11r, 802.16e, 3GPP, 3GPP2

E Mostly solved by each link-layer, but ...

e Some type of homogeneous handover is not
supported by each link-layer, e.qg., inter-ESS
transition

— 802.21 can fill the gap
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SEIVICES provided by MIEHFE

\
=

- Media
SMEIVEr link=layer events to MIH User

EREVEnts may be generated by local stack or propagated to remote
Bstiacki(Ike., local events and remote events)

c_ Dk

k."
> ied
v

= AllowMIH"User to control multi-interface device to make

-.—a_:i' ~ efficient handovers

— Commands may be executed within local stack or propagated to
remote stack (i.e., local commands and remote commands)

— Provide MIH User with information on neighboring networks

B3G Cluster Workshop on Mobility
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Relationship invsecal Stack™

| MIH User
(1P, Mobile IP, SIP, HIP, etc.)

Mus" mics |§ I\/IIES'

MIH-SAP

Network

MIH Function (MIHF) (MIH—NMS—SAP Management

Link Link Link Entlty
Information Commands Events

C MIH-LINK-SAP )

¥ \ 4 |

Lower Layers
(IEEE 802.*, 3GPP, 3GPP2)
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VilIREREIationship wWith REMOBLE
somunication (Example)

(- Yo

Higher Higher Higher
MIH
Layer Layer User Layer
Transport Transport Transport

\ e ¥

MIHF MIHF MIHF

MG MT Lower Lower
Layer Layer
Transport Transport

802 Interface
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502824 CommunicationsViodel

{
(]
[}

Il B 0™ Point of Attachment

PoS: Point of Service

Non-PoS MIH

Communication Comments

Transport
Reference Point

R1, R2 Between MIH on a UE and MIH PoS on serving/candidate PoA. Usually L2

R3 Between the MIH on a UE and an MIH PoS on a non-PoA network entity Usually L3

R4 Between MIH PoS and a non-PoS MIH Function instance in distinct Network entities Usually L3

R5 Between, MIH PoS and another MIH PoS instance in distinct Network entities Usually L3
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VIED -Independent Event Seivice =

Tye YJ _ of events™

SVIAGEnE PHY state change events
— J‘A gratediwhen: a link state changes (e.g., link-up/down)
i)k o ameter Events
— G 'erated Wwhen a detailed link parameter (e.g., bit error rate) changes with
T @53|ng a certain threshold
1ct|ve events
S Generated when a link state is likely to change in future (e.g., link-going-down)

nk SYAChronous events

— Generated to indicate to MIH users about link activities that are directly related
to handover

Link transmission events
— Generated to indicate to MIH users about frame transmission status (success or
failure)
*  Administrative events
— Other type of events

B3G Cluster Workshop on Mobility
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NEAREPENAMELETS
—

—

NS0

EVents,.

EVENNINIE:

MIEFEvent Name

Remote Direction
@3 Client, N: Network

Description

o N, NfterN

- 'T_ZT:onnection ISTestablisihed

and link is; available for use

CtoN,NtoN

L2 connection is broken and
link is not available for use

CtoN,NtoN, NtoC

Link conditions are degrading
& connection less is imminent

CtoN,NtoN

New: link has been detected

1 —

CtoN, NtoN, NtoC

Link parameters have crossed
specified threshold

Adrﬁinistrative

CtoN,NtoN, NtoC

Previous link event needs to
be rolled back

Link Transmission

N/A

Indicate transmission status
of all PDU segments

Link Synchrenous

CtoN, NtoN, NtoC

L2 handover is imminent
based on changes in link conditions

Link Synchronous

CtoN, NtoN, NtoC

L2 link handover to a new
PoA has been completed

October 3rd, 2006
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Viegigsindependent Command

Ser\ Overwew

IR —

MJ users may utlllze command Services

LON etermlne the status of links and/or

C0) jtrol the multi-mode device for optimal
=T PErormance

-I-'"'
e p—

_.l-. -—'--

-.—"_ _--

= S Command services may also enable MIH
~ users to facilitate optimal handover
policies such as network-initiated and/or
network-controlled handover

B3G Cluster Workshop on Mobility
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Commands

MIF Corrirnancl

REMGLENDIECHDN
Client(C), Network(N)

DESCIPLON!

MIH Get Status

N to C

Get the status of links

MIH Switch _ i

N to C

Switch the links as specified

MIH Configu_rg:f_:'

Nitio C

Configure a link

MIH Scan

NFio C

Scan a link

MIH H mu

NitoC, Cto N

Network or client may initiate handover and send a list of
suggested networks and associated PoAs

N'to N

This command is sent by current MIHF entity to target MIHF
entity to allow for resource query and handover preparation

CtoN, NtoC

In this case the client or network commits to do the handover and
sends the choice of selected network and associated PoA

CtoN, NtoN

Notification from new serving MIHF to previous serving MIHF
indicating handover completion, and any pending packets may
now be forwarded to the new MIHF

Sent from serving MIHF to target MIHF to obtain reconfigured
network address on target network for the client

October 3rd, 2006
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Viesig=lndependent Informatlon -

[

aer\ Overwew

T —— i —

S MITS fovides a framework 0)Y WhICh an MIHE may.
du,_; Jelgand ehbtain network infermation within a
JEoEiAphicaliarea to facilitate heterogeneous handovers

PRVIISTalso defines information organization, information

- presentatlon format and query methods on the defined
.#m.;mformatlon

— Two ways of information representation types are supported, i.e.,
TLV and XML

— Query capability depends on the information representation
types in use

e A piece of information Is referred to as

Note: Both information representation types are encoded in TLV in MIHF protocol

B3G Cluster Workshop on Mobility
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NStroitInformation: Elements

=

INSIHENOIN = [Descrption

Network l' Link type of a network

Opera_lt:' | Name ofi an operator

Roarning F List of names of roaming partners

Cost __ Charging related information

Static QoS information

Location of PoA. Both geospatial and civic address location types are supported

Data rate provided by the PoA
Network Standard types (802.11a/b/g/n, 802.16a/e/qg, etc.)

Lowest and highest channel frequencies

List of subnets available via the PoA

A bitmap of PoA capabilities,
An address of PoA

Any vendor specific 1Es

B3G Cluster Workshop on Mobility
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BVARepresentation Type — Query..
REGUEST format™

!M= ”§_| N_“EMHJ EMHL* | E - TenE¥F= Varanle
 TYPE_CONTAINER_LIST_OF NETWORKS |4 actets] (optional)
e~ IYPE CONTAINER NETWORK [4 octets] (optional)

¥
" N

e - IYPE|E NETWORK_TYPE [4 octets] (optional)

IVRE |E OPERATOR IDENTIFIER [4 octets]| (optional)
TYPE |E ROAMING_PARTNERS [4 octets] (optional)
TYPE |E COST [4 octets] (optional)
TYPE |IE NETWORK_SECURITY [4 octets] (optional)
TYPE_IE_QOS [4 octets] (optional)
TYPE_ CONTAINER POA [4 octets] (optional)
TYPE_IE_POA LOCATION [4 octets] (optional)
TYPE _IE_ POA DATA RATE [4 octets] (optional)
TYPE IE POA MAC_TYPE [4 octets] (optional)
TYPE |IE POA CHANNEL RANGE [4 octets] (optional)
TYPE_|IE_POA SUBNET_ INFORMATION [4 octets] (optional)
TYPE_IE_POA CAPABILITIES [4 octets] (optional)
TYPE IE POA PHY_ TYPE [4 octets] (optional)
TYPE _|IE_POA ADDRESS [4 octets] (optional)

B3G Cluster Workshop on Mobility
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_ formatlon Representatlon -

Query RESpense “format

Type=TYPE_CONTAINEF
_LIST_OF_NETWORKS

Length=Variable

Network Type |E
Operator Identifier |IE
Roaming Partners IE (optional)
Cost IE (optional)
Network Security IE (optional)
QoS IE (optional)

PoA Container #1 # EES Length= Variable

PoA Container #2 (optional) POA Location IE

PoA Data Rate IE

PoA Container #k (optional) PoA MAC Type IE

Vender Specific Network IE (optional) I o
PoA Subnet Information: IE
PoA Capabilities IE
PoA PHY Type |IE
PoA Address IE
B3G Cluster Workshop on Mobility Vender Specific POA |E (optional)
October 3rd, 2006 Technologies in the Internet 32
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MVISREpresentation TypessSchema™

S hefw SPECIESHEIAUBRSHIPREMBRONES aswIEllfas data

2 Ianguage IS alse) defined for the schema
— Se Eirguenry language allows mobile devices to minimize the
| mount Of Infermation by specifying filters in detail
"@ 2240 uses RDE (Resource Description Framework)
shemal as the schema language and SPARQL for query
1anguage
_' s Eor extensibility, the schema consists of two parts: Basic
Schema and Extended Schema
— Basic schema Is specified in 802.21
— Extended schema can be defined by each vendor and operator
and can be dynamically updated without revising 802.21

specification =
B3G Cluster Workshop on Mobility
October 3rd, 2006 Technologies in the Internet
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ViIBREpresentation Type —
2sicr Schema ™

<?xml version="1.0"?>

y R
<IDOCTYPE rdf:RDF [

<IENTITY rdf "http://www.w3.0rg/1999/02/22-rdf-syntax-ns#">

<IENTITY rdfs "http://www.w3.0rg/2000/01/rdf-schema#">
network- TYPE_IE_NETW
g e VP type ORI E
@ TV
) TOl

<IENTITY mihbasic "URL_TO_BE_ASSIGNED">

<!IENTITY owl "http://www.w3.0rg/2002/07/0owI#">

Ev— <IENTITY xsd "http://www.w3.0rg/2001/XMLSchema#">
r NG_PARTNERS
Subnet-
nformatio

1=
network- Y NETW
|
location- location- OR a -
foh-channai | | Nformation” “aformation AL xml:base="&mihbasic;" xmlns:owl="&owl;" xmlns:xsd="&xsd;">
range

<owl:Ontology rdf:about="">
rate
Geospatial- Civic-
Location-

Location-
nformatio nformatio

<rdf:RDF xmlins:rdf="&rdf;" xmlns:rdfs="&rdfs;" xmins:mihbasic="&mihbasic;"

<rdfs:label>Basic Schema for IEEE 802.21 Information Service</rdfs:label>
AC </owl:Ontology>
d

channel- HANNEL_RANGE

<owl:Class rdf:ID="Network">
civic- -
address-
emel

<rdfs:label>TYPE_CONTAINER_NETWORK</rdfs:label>

<rdfs:subClassOf>
Civic-
Address-
emen

d

<owl:Restriction>

<owl:onProperty rdf:resource="#network-type"/>

_ ) . <owl:cardinality
d = rdfs:domain - C = Class rdf:datatype="&xsd;nonNegativelnteger'>1</owl:cardinality>
r = rdfs:range > = Property
</owl:Restriction>

= - </rdfs:subClassOf>
(€] g=10) gl lor=1 MYATEAYY

B3G Cluster Workshop on Mobility —~ Textual Definition
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YVIBRepresentation Type —.

S

Qe Example

S EWINSIESKING eI POATRIGNMaton oWRed 9y eperater “blue-moekhile™
Query Request

Query Reponse (N3 format):

@prefix : <http://www.mih.org/2006/09/rdf-basic-schema#> .
[ :poa-address [
:address ""dddddddddddd™; :address-type 6" ];
:poa-capabilities "'00b1'";
:poa-channel-range [
:high-channel-range ""470";
:low-channel-range 450" J;
:poa-data-rate ""95';
:poa-location [
:geospatial-location-information [
:altitude ""6800";
:altitude-resolution **30";
:altitude-type ""2"; :datum ""1"";
‘latitude "*053c1f751";
:latitude-resolution *21";
:longitude **f50ba5b97"";
:longitude-resolution **20™ |;
:method "'0™ ];
:poa-mac-type "'802.16";
:poa-subnet-information [
:prefix-length '48"";
:subnet-address [
:address ""2002522d94d100000000000000000000™;
:address-type "2 111.

B3G Cluster Workshop on Mobility

PREFIX mihbasic: <http://www.mih.org/2006/09/rdf-basic-schema#>
DESCRIBE ?y
WHERE {?x mihbasic:poa ?y .

?x mihbasic:operator-identifier ?z .

?z mihbasic:operator-name *'blue-mobile™}

October 3rd, 2006 Technologies in the Internet
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- Usec for remote events remote
Colf meands and remote information
cj L STHES
)] IHF protecel can use both link-layer
:f’transport and higher-layer transport

-~ S MIHE protocol has its own reliable delivery
mechanism in case underlying transport Is
unreliable

B3G Cluster Workshop on Mobility
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ViNEProtocel Format

el MessEiejs | P)
— ik

; Version |ACKEREGIACK=RSpIRESERVEd| Service ID| Opcode Action ID
N (Rt @Rt P @=eit PEeEeIt)N  (4-bit) (2-bit) (10-bit)

IirensacticonibD Velflelele Eejzie) Eeplefin)
(A'G=1IE) ((LG=19)E)

VIS EN2inals] eNSEaEErs
(ConitarmsiVilisNS eaderldERtiemiEys)

M IFIE Velflzelg) e Flezielsrs
(Conitains GthersERICEIspECTcIEVS)

Service ID = {System Mgmt (1), MIES (2), MICS(3), MIIS (4)}
Opcode = {Request(1l), Response(2), Indication(3)}

Action ID = {MIH Capability Discover(1), MIH Event Register(2)... }
MIHE Variable Header = {Session-1D TLV, MIHF-ID TLV}

B3G Cluster Workshop on Mobility
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=EXEmpIe Handover SEqUENCE
(ﬂer\ eIk Initiatedt s controlied landover)

VIN Serving PoS Candidate/Target Candidate Information
: 9 PoS PoS Server

| L MIH_Get | nform!tion Reqg/Resp

> R
Network Selection

andover_Initiate Req/Resp

MIH_Handover_ Prepare Req/Resp

» R

. -
—

e MIH_Handover_Prepare Req/Resp
|

*'- el
= -
'E— —

——

: =‘=~_ Target Decision

- R MIH Handover Commit Req/Resp’I I

l\</IIH_Handover_Commit Req/Resp’

Higher Layer
Handover Execution
| MIH_Handover_Complete Request >
FIH_Handover_Complete Reg/Res | I Inltlator, R: Responder

MIH_Handover_Complete Response

iR
I B3G Cluster Workshop on Mobility
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5075724 andrether SDOsw

IR —

- JEr : 802 11u and 802. 169 are working on
amendment for MIH support

J“‘ F MIPSHOP WG Is defining higher-layer
nsport off MIHFE protocol

— Candidate transport protocols: UDP, GIST,
DHCP

e [nformation service functionality is being
preposed to 3GPP SAE: S2-062992

B3G Cluster Workshop on Mobility
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r\rlv Tiopic: MPA (Media-

= 1" ependent Pre-authentication)

B3G Cluster Workshop on Mobility
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VIEANCONCEPLL,

T —— i —

pre authentlcatlon allows MSK 10 be proactively
lshed petween Pac (MN) and target PAA

VISK cani be used! for bootstrapping SAs for
equent lnandoever signaling

IPsec petween MN and AR in the target network can be also
establlshed pefore L2 handover
% This allows higher-layer handover procedure (IP address
acquisition, MIPv6 Binding Update, etc.) be completed
pefore L2 handover

— New CoA can be usable for application traffic before L2
handover

B3G Cluster Workshop on Mobility
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VIPANOVErVIew,

. AT . Flogfig
S lrJr:{\;\]/Aor}’
2. DATA [CNS=A00)
over grozciivesenloVEs
tun el [ARS=AGI)]

ERDATA[CN=->A(Y)]

MN-CA key MN-AR key
/-\/ TN Data in new.
U

Pre domain

e configurationfA A = 5@

'_:_‘._.,_._.E___F X Doemain Y

= — Dataineld

e

= domain Stef procedure

L2 handoff
procedure

‘ E—> CN: Correspondent Node
= MN: Mobile Node

AA: Authentication Agent
CA: Configuration Agent

... AR: Access Router
B3G Cluster Workshop on Mobility

October 3rd, 2006 Technologies in the Internet
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thh
IIOIOCO) SEL for the MPA
OrgLeRye -

]\/]QQ]JJI‘\ Vi larflart Rroigee

k [Discevery: Scheme (802.21)

:—__-_uthentication protocol

re—configuration protocol

| Proactive handover tunneling protocol

Proactive handover tunnel management
protocol

Buffer Management Protocol

Link-layer security

B3G Cluster Workshop on Mobility
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VIEASEXpEriment with MIPVGSS

Network 5
Information
Server

Buffer
Agent

Relay/
Client i\

_— P2

e
B—

~——  _API(Channel 6) nPoA

—_— Audio

. . AP2(Channel 9)
ITSUMO network Application

AP1, AP2: Access Point g

R1: Previous Access Router
R2: New Access Router
MN: Mobile Node

CN: Correspondent Node
HA: Home Agent

BA: Buffer Agent B3G Cluster Workshop on Mobility
October 3rd, 2006 Technologies in the Internet




c“;h-__‘h

VIPA

PErmental Resuliisps

Mobiliey iy ge

VIIRVG

SIPIVobility

-

Flericloff

Farameters
L

IO ROULE

OptirpiZat] n]

BUfferng
Pisabled
+ RO

Disabled

Buffering
Enabled
+ RO
Disabled

Buffering
Disabled

+ RO
Enabled

Buffering
Enabled
+ RO
Enabled

Buffering
Disabled

Buffering
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r) O;” =Y (Handoeyer Keying)

I Key i ofes (subject {0 change)
— H nabver keying and Low-latency re-authentication

= Secure handoever framework of re-using previously established EAP
J : _-- keying material for inter-authenticator handover and re-

= S Slthentication
Pre authentication

= = Amechanism for proactively executing EAP between mobile and
target authenticator prior to handover

= Two BOF meetings (March/July 2006)
s External Review of HOKEY WG charter until October 9th

e Mailing List Information:
http://www.opendiameter.org/mailman/listinfo/hokeyp
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